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1	Overall description

SA3 would like to thank SA2 for their LS (S2-223176) on Time Synchronization Status notification towards UE(s). 3GPP SA WG2 study item “Study on 5G Timing Resiliency and TSC & URLLC enhancements (FS_5TRS_URLLC)”, documented in TR 23.700-25.

SA3 discussed the question addressed to SA3 and provides below the background and the specific question to RAN2 and SA3.  

Question A Background	Comment by Ericsson-r1: We could remove this if it is not ok for everyone. 
A) On 5GS time synchronization status report towards the UE(s) (KI#1):
SA2 has agreed that 5GS shall support informing UE and AF about the 5GS clock quality, including informing the UE and AF about 5GS clock quality degradation/improvement at different levels of degradation and improvement.
Editor's note: 	How the clock quality of a given cell is indicated to UE and AF, e.g., by providing a set of individual metrics (for example UTC traceability, accuracy, frequency stability, etc.) or by providing a clock quality index or whether to support both options is FFS.
In this regard, SA2 has discussed different methods on how the RAN time synchronization status (i.e., the time synchronization status of an NG-RAN node) can be provided to UE(s). These methods are documented in TR 23.700-25 Annex A. Related to these methods SA2 has the following questions:
Question A.2 to RAN3 and SA3
2.	One method proposes to use the Ciphered SIB approach that is used for broadcast of assistance data for positioning. SA2 would like to additionally get feedback on this from SA3 and RAN3 from security and NGAP impact perspective, respectively.


SA3 observations and responses onto Alternative#4 as presented by TR23.700-25, Annex A:
General:
SA3 would like to informconcludes that a potential solution for the RAN Time Synchronization information provided to the UE regarding 5GS clock quality is required needs to be confidentiality protected for ensuring the secrecy, integrity protected for tamper detection and replay protected to prevent e.g., from packet injection.
Observations and Detailed Responses:

Alternative #4 may be similar solution to the broadcast of assistance data for positioning. The currently specified ciphered SIB for LTE positioning assistance data (like Alternative #4) only provides confidentiality protection. If Alternative #4 is selected by SA2, then it needs to be enhanced to meet the above security requirements. 

Additional observations on Alternative #4:

(A) The Aalternative #4 does not foresee any time stamping of time sensitive information. Therefore Alternative #4 does not protect against replay attacks.This time stamping could be further used for support of anti-replay protection.
(B): The UE registration procedure is the pre-requisite for the deployment of the ciphering keys. The existing UE registration procedure needs to be enhanced such this covers the key-distribution between TSCTSF and AMF.
(C): There may be a similar solution for the broadcast of assistance data for positioning. The currently specified ciphered SIB for LTE positioning assistance data (Alternative #4) only provides confidentiality protection. If this method is selected, then it needs to be enhanced to meet the above security requirements. However, if the requirements for the two types of solutions (broadcast assistance and Alternative #4) end up being different, then the requirements for Alternative #4 need further analysis.
(CD): Given the fact that Alternative #4 is not clearly described, it is not clear if all the information elements needed for the TSCTSF to provide the ciphered message are available to the TSCTSF. Specifically, the procedure for key generation by TSCTSF is not shown in Figure A.1.4.1.2-1.
(DE): Any type of ciphering, integrity or replay protection is contributing on UE side to performance overhead. 
(EF): Attackers may target the availability of the protected SIB information which may result into failure to integrity or due to altered ciphertext at the UE side. Functional requirements for UE behavior at failure is missing.
(FG): The provision of time sensitive information via common control channels, as proposed by alternative #4, might add risk vectors such as unavailability attacks which aim to degrade performance requirements specific to for time sensitive information.

2	Actions
To: 3GPP SA WG2
ACTION: 	SA3 kindly asks SA2 to take the above information into account and keep SA3 updated in case SA2 selects ciphered SIB so that SA3 can, if needed, develop the necessary security enhancements.
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